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ATTACHMENT 3
SAMPLE PROGRAM INTEGRITY ASSESSMENT SUPPLEMENT TEMPLATE
Low Income Home Energy Assistance Program (LIHEAP}

il

ABSTRACT: _

HHS is requiring further detail from Grantees on their FY2014 plans for preventing and detecting
fraud, abuse, and improper paymeénts. HHS is also requiring that Grantees highlight and describe all
elements of this FY2014 plan which represent improvements or changes to the Grantees’ FY2014
ptan for preventing and detecting fraud, abuse and improper payment prevention

Instructions: Pléase provide full descriptions of the Grantee’s plans and strategy for each area, and
attach/reference excerpts from relevant policy documents for each question/column. Responses must
explicitly explain whether any changes are planned for the new FY. :

State, Tribe or Territory {and
grant official): New York State

2013-14

RECENT AUDIT FINDINGS

During FFY 2013, OTDA Each vendor which overcharged

_completed reviews of 34 "| or short delivered LIHEAP clients
LIHEAPR vendors. OTDA found was requlred to issue a credit to
59% {20) to be in full the individual customer’s
compliance of the terms of account and to also make ;
the Vendor Agreement OTDA | account adjustments to other
fournd that 35% (12) of LIHEAP clients in their customer
vendors failed to charge their | base and notify each custamer
HEAP customers at or below individually in writing. In
the contract price for the additiori',"ehey were required to

commodity delivered; which is | submita Corrective Action Plan
the pricing formula stipulated | to ensure that OTDA LIHEAP

in the contract. OTDA found pricing and deltvery timeframe
6% {2) of vendors failed to policies and NYS Department of
make timely deliveries. Agriculture and Markets policies

for measurement for quantity of

Date/Fiscal Year:
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Mew York State’s LIHEAP program fuel wood would be adhered to

is audited annually under the - in the future

Singie Audit Act. No Single Audit

findings of material weaknesses, New York State will impfement
reportable conditions of stronger case supervisory review
questioned costs were identified guidelines to prevent and deter
for FFY2012 for the prior three worker fraud

years

OTDA conducts annual on-site
monitoring reviews of at least ten
local social services districts No
findings of material weaknesses,
reportable conditions of
questioned costs were identified
for FFY 2012 or the prior three
years

- - oy
’

According to the Paperwork Reduction Act Of 1995 (Pub, L. 104-13), public reporting burden for this collection of
information is estimated to average 1 hours per response, including the time for reviewing instructions. gathering and
maintaining the data needed, and reviewing the collection of informaticn

An agency may not conduct or sponsor, and a person is not 1‘equired to respond to, a collection of information unless it
displays a currently valid OMB control number

COMPLIANCE MONIT'ORENG
G

OTDA conducts annyal on-site
reviews of at least ten {ocal social
services districts to monitor
compliance with State and Federal
LIHEAP policiés and procedures
Districts are chosen for review
based upon factors that include, .
o N/A ¢
but are not limited to, the numhber
of application approvals during
the immediately preceding HEAP
program year and non-compliance
in resolving issues identified in
previous monioring reviews.,

During FFY2014, OTDA will
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continue to review a sample of
LIHEAP vendors to ensure
compliance with the terms and
conditions of the New York State
LIHEAP Vendor Agreement

NYS's LIHEAP program is audited
under the Sirigle Audit Act An
annual audit of local administering
agencies is conducted

OTDA conducts periodic reviews
of the New York State Division of
Homes and Community Renewal’s
administration of LIHEAP funded
weatherization programs

OTDA has a Reporting Welfare
Fraud form that is accessible from
the OTDA internet site which
allows the public to report
suspected instances of welfare
fraud and abuse. Once submitted,
the information is automatically
matched to a database of
recipients to determine if the
individual about whom the fraud
allegation was made is known to
the Welfare Management System




database Those individuals that .
do match are flagged for review
by OTDA Program Integrity staff,
who then determines if the
dllegation should be referred to
the local district for investigation.
The local district investigators, in
turn, are able to access the system
to review the fraud altegation and
enter the results of the
investigation directly into the
system. System-generated and
ad-hoc reporting capabhilities allow
Program {ntegrity and local district
staff to track and report the
results of the fraud allegation
submissions and subsequent
invest'igations‘

The public may also report fraud
directly to the Local Social Service
Fraud Units as well as through
hotlines or websites that certain
districts have

In addition, the NYS Welfare
fnspector General's Office has a
fraud reporting hotline.
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VERIFYING APPLICANT IDENTITIES

Identity must be documented for

-each LIHEAP household member
at the point of initfal application
with one of the following:

s Driver's license

@  Birth certificate

s Baptismal certificate

»  School records

s Collateral contact with

Jandlords

s Social Security card

¢ Marriage certificate

*  Passport

New York State requires SSNs for
all household members applying
for HEAP  All S5Ns are verified
with the Social Security
Administration (SSA) for validity

NYS's Welfare Management
Systemn (WMS) performs an
electronic claarance process for ai!
new applicants to provide local
district warkers with information
about the applicant’s current and
past involvement as an applicant
or recipient of assistance Search -
critaria consists of matching
name, gender, date of birth, Social
Security number and Client
Identification Number (CIN) (if
previously assighed) Rigid
caontrols and edits have'been
established to ensure that each
applicant has only one CIN and
that the demographic information
associated with that applicant and
CIN is accurate,
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SOCIAL SECURITY NUMBER REQUESTS

I

P T TR

For FFY 2014, New York State will
continue to require Social Security
numbers {SSNs} for all household
members applying for HEAP.

All SSNs are verified with the
Social Security Administration
(SSA) for validity.
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Pehes 4

SSN_Validation: Household
members applying for HEAP with
S5Ns present undergo a batch
processing activity known as SSN
validation whereby WiMS sends
SSNs with associated demographic
data to the Social Security
Administration {SSA) for
comparison If the SSN and
demographic data that is
associated with an individual onr
WMS matches the information on
file with the SSA, then that
individual’s SSN Code is changed
to ‘8’ (SSN validated} in WMS if .
the SSN is not validated by SSA,
the 55N Code is changed to a
value to indicate the reascn the
SSN was not validated SSN
validation occurs on a weekly
basis and again on a monthly basis
for a recheck regardless of their
existing vz-;lidatil_:)n code

SSA Death Match: Household
members applying for HEAP with
S5Ns present are part ot a
monthly match, whereby WMS
sends to SSA individuals with SSNs
present; and, if S5A records
indicate that that individual has
been reported as deceased, for
Temporary Assistance {TA) and
Supplemental Nutrition Assistance
Program (SNAP) cases receiving
HEAP, single-individual cases are
automatically closed and multi-
individual cases are reported to
local districts for appropriate
acticn (i.e. deletion of the




deceased individual and possible
grant recalculation}

TA/SNAP Prison Maich: On a
rr{onthiy basis, TA and SNAP
individuals {who may also be in
receipt of HEAP benefits) are
matched with New York State
Division of Criminal Justice
Services (DCJS) and New York
State Division of Correctional
Services {(DOCS) databases to
determine if those individuals are
currently incarcerated. If a match
is found, a monthly auto-close
process occurs for single-
individuaj cases, closing their TA
and/or SNAP case and their
corresponding categorical income
efigibility for HEAP. Districts are
notified of all cases closed as part
of this process. State staff from
OTDA’s Office of Audit and Quality
Improvement {A&QI), receive lists
of multi-person cases and refer
these cases to local districts for
investigation.

New York State did not use State
directories of new hires or similar
systems to confirm income
efigibility for LIHEAP in FFY 2013
and does not pian o do so in FFY
2014 The data in such systems is
not real-time, and therefore, does
not provide New York State with
the ability to corractly confirm
income eligibility at the point in
time when an applicant applies for
what is, for the vast majority of
New York State’s HEAP recipients,
a one-time per year HEAP benefit.
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New York State will verify
applicant and household
member incomes in FFY 2014 for
households not in receipt of
recurring TA, SNAP of Code A SSI
in accordance with the
procedures in the New York
State HEAP Manual. Applicants
defined as "new” (did not
receive HEAP in previous year
through the application process,
or moved té a different county
since last year's application} wilt
be required to provide paystubs,
award letters or other forms of

income documentation. -Self- e
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emplayment income may be
documented with the most
recently filed itemized federal
tax forms or by providing
documentation of funds
received and expenses for the
three months prior te the month
of application.

Returning applicants will be
required to pravide
documentation of earned
income {paystubs, emplayer
statements, collateral contact,
ar other acceptable forms of
written documentation, and
self-employment incame as
described above) and must
declare all other income
sources Non-earned income
amounts are compared against
the previous year to determine if
there have been changes that
how require documentation,

NY implemented a real time
data match with the N¥S— -
Department of Labor to obtain
UIB data.
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PRIVACY-PROTECTION AND CONFIDENTIALITY

Access to HEAP case information
and issuance of HEAP payments is
limited to specific staff members
and data entry-terminals through
the Terminal Transaction Security
System {TTSS), a sub-system of
WMS  TTSS is the security system
that controls and monitars access to
State legacy systems/centralized
data base information on a need-to-
know basis All system users are
assigned User |Ds which aliow
fimited access to HEAP information;
and depending on functions
assigned that User ID, rhay allow the
ahility to issue HEAP payments

TT55 manages day-to-day security-
related data and activities needed -
to meet user access requirements
by applying and adhering to the
shared secuyity mandate of granting
access permissions and
entitlements based on the
fundamental principle of least
privilege, i . granting the minimum
access required to perform one's
job duties when requesting,
creating and managing user.
accounts and permissions

The. sfringent controls in place will be continued in
FFY 2014

Confldentality
All personally identifying Information about a HEAP

applicant or recipient is confidential and may be
disclosed only for purpcses of investigating or
prosecuting suspected fraud or abuse, in
cooperation with Federal or State authorities
regarding LIHEAP audits or investigations, or with
the written consent of the applicant or recipient

OTDA will reinforce to Idss’ the confidentiality and
information security rules outlfined in OTDA 10-
LCM-17

Local district management must also assure that afl
individuals with access to personal, private and
sensitive information understand the laws and
policies related to its use, and receive training on
the proper use, handling and safeguarding of such
data Training requirements can be met through the
completion of the OTDA information Security
Awareness Training [ISAT) course availakle on
Training Space {(www trainingspace org), the Cyber
Securit}') Awareness Training course available
through the NYS$ Governor’s Office of Employee
Relations {GOER)

{www .goer state ny us/Training_Development/NYS-
Learn/index cfm), or through a locally provided
equivalent provided that records refated to training
completion are retained for review and auditing
purposes Additional specific training reguirements
refated to access to uniqué specific data, suck as
information provided by the interpal Revenue
Service and Social Security Administration, may also
apply, along with the requirement to sign
Acknowledgement of Confidentiality Agreements.
Local district management must assure proper
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account and access management practices are
strictly followed by focal administrators and staff
Access must be limited to only those individuals
whose job duties require it, and pramptly
disabled/retracted when such access is no longer
warranted —ie the individual leaves the agency or
their job functions change

LIHEAP BENEFITS POLICY

To ensure accountability and to’
protect against internaf fraudulent
transactions, WMS has in place a
system to track the User D, Date,
Time and Terminal used by
individual workers who may
inquire into or enter data,
including the issuance of HEAP
benefits, into the WMS database
In instances of suspectad fraud or
abuse of the system, reports can
be generated to identify
individuals who may attempt to
perform such unwarranted
transactions. Additionally, all
transactions generate a “tagged
user” through WMS’ Local Data
Feedback (LDF} process to identify
for focat district management
staff, the origin of any
transactions performed on the

The stringent controls in place

will be continued in FFY 2014




sy_;;tem

WMS Kas in place numerous on-
line and batch processing edits to
prevent the accidental or
purposeful issuance of duplicate
HEAP benefits. Only ane regular
HEAP benefit {Pay Type H) may be
issued per.case during each HEAP
benefit year and, additionally, the
Benefit Issuance and Contrel
Subsystem (BICS) contains edits
and controls to prevent duplicate
issuances for various other HEAP
singfe-isstie payment types
Additianally, WMS edits ensure
that payments authorized must
match stored budgets contained
in its Automated Budget and
Efigibility Logic {ABEL) budgeting
subsystem

During FFY 2014 OTDA will
continue to review a sample of
LIHEAP vendors to ensure
compliance with the terms and
conditions of the New York State
LIHEAP Vendor Agreement

Notices issued to recipients
contain information on the |
amount paid and the vendor
name

NYS policy required two levels of
review on ail applications uniess
the district has a Case Supervisory
Review Plan approved by OTDA

OMB Approval No. 0970-0075, Expiration Date: 04/30/2014
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PROCEDURES FOR U_NREGU-LATED ENERGY VENDORS

To ensure accountability and to
protect against internal fraudulent
transactions, WMS has in place a
system to track the User D, Date,
Time and Terminal used by ‘
individual werkers who may
inquire into or enter data,
including the issuance of HEAP
benefits, into the WMS database
In instances of suspected fraud or
abuse of the system, reports can
be generated to identify
individuais who may attempt to
perform such unwarranted
transactions. Additionally, all
transactions generate a “tagged
user” through WMS' Local Data
Feedback (LDF) process to
identify, for local district
management staff, the origin of
any transactions performed on
the system '

WMS has in place numerous on-
line and batch processing edits to
prevent the accidental or
purposeful issuance of duplicate
HEAP benefits Cnly one regular
HEAP benefit (Pay Type H1) may
be issued per case during each
HEAP benefit year and,
additionally, the Benefit issuance
and Control Subsystem (BICS)
contains edits and controls to
prevent duplicate issuances for
various other HEAP srngle--issue
payment types. Additionally,
WMS edits ensure that payments
authorized must match stored
budges contatned in its
Automated Budget and Eligibifity
Logic (ABEL} budgeting subsystem

"l:herproces_ses that have been in
place combined with the new
processes that will be

The stringent controls in pface imptemented in FFY 2013 will

will be continued in FFY 2014

During FFY 2014, OTDA will
continue to conduct on-site
reviews of a sample of LIHEAP
vendors to ensure compliance
with thé terms and conditions
of the New York State LIHEAP
Vandor Agreement and to verify
the authenticity of IHEAP
vendors [n addition, at least,
five vendors required to correct
findings related to FFY 12 OTDA
audit will be subject to a follow
up OTDA audit in FFY14

serve to further avoid and limit
vendor fraud




During FFY 2014 QTDA will
continue to review a sample of
LEHEAP vendors to ensure
compliance with the terms and
conditions of the New York State
LIHEAP Vendor Agreement Audit
findings are provided in writing to
thevendor and the OTDA HEAP
Bureau. Corrective action, such as
crediting customer accounts in the
case of overcharging, is required
in situations where there are
hegative audit findings Follow up
is conducted in these cases to
ensure compliance

Vendors may be terminated for
any reason, including, but not
limited to failure to conduct
corrective action, repeated
negative audit findings, and
repeated certifier and client
complaints.

Notices issued to recipients
contain information on the
amount paid and the vendor
name:

NYS policy required two levels of
raviéw on all applications unless
the district has Case Supervisory
Review Plan approved by OTDA

NYS requires al vendors to sign a
vendor agreement, provide proof
of liability insurance and provide a
valid EIN Payments are issued
through the NYS Office of the
State Comptroller and a 1099
issued to any vendor where total
payments exceed 3600 Vendors
are also required to submit signed
W-4s for each county that will
authorize payments to that
vendor Counties then issue
Vendor IDs to each vendor for use
in WMS ’ :

Language regarding penaities for
fraud and required corrective
acticn is found in the vendor
agreement.
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All vendors must provide:

»  Federaltax ID number
*«  Proof of insurance
*  Proof of licensing

During FFY 2014, OTDA will
continue to conduct on-site
reviews of a sample of LIHEAP
vendors to ensure compliancé
with the terms and conditicns of
the New Yark State LIHEAR
Vendor Agreement and to verify
the authenticity of LIHEAP

vendors.
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TRAINING AND TECHNICAL ASSISTANCE

OTDA conducts training sessions -
in August of each year to train
local social services district and
alternate certifier staff on the
changes for the upcoming HEAP
season n addition, New Yark
State provides new HEAP certifiers
with the epportunity to attend
HEAP Basic Certification Training,
which provides in-depth tralning
on correctly determining HEAP
eligibility and on using the benefit
authorization systems correctly.

OTDA provides loca! district and
alternate certifier staff with a ' .
HEAP Manual that is updated
annuzily and which provides
detailed instructfons on correctly
determining and documenting
eligibility and on correctly
authorizing payments to energy
vendors on behalf of eligible
clients. The instructions in the
HEAP Manual and additional
policy and procedural
requirements are provided to
local districts in writing on a
regular basis throughout the year ' .

OTDA communicates information
to LIHEAP vendors on the correct
procedures and policies to follow




in determining the correct price to
charge HEAP recipients, in
applying HEAP benefits and in
making LIHEAP funded fuel
deliveries.

All HEAP appiicants are provided
with a client notice that describes
the benefit amount if the client
has been determined eligible. For
clients that are not eligible, the
client notice provides the reason
why the client is not eligible f
the benefit ts being directly issued
to the client’s energy vendor on
behalf of the client, the client
natice provides the name of the
vendor where the benefit is being
sent Clients, therefore, have the
information necessary to inform
their local certifier if the payment
is not being sent to the correct
vendor. Allindividuals in receipt
of a HEAP benefit in the prior year
are sent a HEAP Application for
the current year and a cover letter
is included with the application
that provides details an eligibility
requirements, and any
docurmentation or eligibility
changes from the prior year. New
York State also has a HEAP hotline
that clients may call if they are in

need of information or assistance.
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Local administering agencies were | The stringent requirements in N/A
audited in accordance with the place will be continued in FFY
requirements in OMB Circutar 2014 ‘

A-133in FFY 2010, and will
continue to be auditec{ in
accordance with these

| requirements in FFY 2014

Additional Information :
Please attach further information that describes the Grantee’s Program Integrity Policies, including supporting

documentation from program manuals, including pages/sections from established LIHEAP policies and
procedures.




